
 

 

This webinar is focused on copper theft affecting critical infrastructure and designed for 
individuals interested in collaborating with public agencies and private-sector organizations 
to successfully investigate and prosecute copper thefts.  

Partnership to Combat Critical Infrastructure:  

Copper Theft  

February 28, 2012  



Using GoToWebinar 

Ã Please turn on your computer speakers to listen to 
the audio.  

Ã This webinar is being recorded and a copy will be 
available on the Safeguard Iowa Partnership 
website for future viewing.  

Ã Feel free to submit your questions throughout the 
presentations, a facilitated Q&A will take place 
after all speakers have presented.  

Ã To submit a question: enter in the question box on 
the right.  



Sponsors of webinar  



Topics  

Ã Law enforcement & legal elements necessary       

for prosecution  

Ã Case studies on copper theft and the impacts  

ÄMidAmerican Energy Company 

ÄDes Moines Police Department  

Ã Profile of a copper theft criminal  

Ã Preventing & reporting copper theft  



LAW ENFORCEMENT & LEGAL 

ELEMENTS NECESSARY FOR 

PROSECUTION 

Roxann Ryan, J.D., Ph.D., Senior Criminal Intelligence Analyst, Iowa 
Department of Public Safety Division of Intelligence & Fusion Center   



Metal thefts have increased 

Ã High demand for metal in international markets results 
in high rate of return 
Â Increased industrialization worldwide 

ÂDeclining inventories 

 

Ã Increased opportunities to target places and metal 
types 
Â Increased building results in more opportunities 

ÂForeclosures result in greater vulnerability 

 

Ã Weak regulation of metal resale market 



Copper Price Trends 

http://www.icf.at/en/5756/trends_in_copper.html 



Copper Price Trends: 

London Metal Exchange, 1998-2012 

http://www.lme.com/copper_graphs.asp 



Price increases  

as inventory declines 

http://www.csoonline.com/special/slideshows/copper_theft/index 



Copper Price Trends 

http://www.oe.netl.doe.gov/docs/Updated%20Assessment-Copper-Final-101210%20c.pdf 



Foreclosure Trends 

Ã Housing market crash 

ÄCopper piping stolen 

from empty homes 

ÄHouses burglarized 

are harder to sell 

 

http://www.realtytrac.com/news-trends/newsletter/2009/july.html 



Problem-Oriented Policing: 

The Problem Analysis Triangle 

Motivated Offenders  

Å Scrap dealers  

Å Drug addicts  

Å Opportunistic thieves  

Å Organized thieves  

Places  

Å Vacant/foreclosed housing  

Å Construction sites  

Å Playgrounds  

Å Taverns  

Å Churches, cemeteries  

Å Scrap dealers  
Targets  

Å Plumbing fixtures  

Å Any copper wiring/cables  

Å Air conditioners  

Å Utilities, electric substations  

Å Vehicle parts/catalytic converters  

Å Beer kegs  

Å Aluminum siding/gutters/roofs  

Å Bronze plaques/statues  

Å Utility hole covers  



Consequences of Metal Theft 

Ã Physical danger 

Ä Electrocution during theft of live 
wires 

Ä Injuries to workers who do not 
realize thefts have occurred 

 

Ã Economic impact 

Ä replacing any metal components 
stolen 

Ä repairing equipment damaged 
during the theft 

Ä repairing operating systems 
damaged because of stolen 
wires 

Ä reimbursing customers 
inconvenienced or facing their 
own economic losses 

Ä covering revenue lost to the utility 

Ä covering expenditure increases 
needed to cover loss and/or 
adding improved security  

 

http://www.csoonline.com/special/slideshows/copper_theft/index 

"For every dollar stolen, it's 

$10 to $25 worth of repair," 

says Ralph Anderson, who helps 

utilities protect their property as 

a risk specialist at North 

American Electric Reliability 



Problem-Oriented Policing: 

Stakeholders 

Ã Scrap metal dealers 

Ã Regulatory agencies 

Ã Trade associations 

Ã Utility companies 

Ã Metal product manufacturers 

Ã Property insurance companies 

Ã Public works departments 

Ã Abandoned/vacant-property owners 



Responses to metal thefts 

Ã Collaborate among 
stakeholders 

Ä Develop community plans 

Ä Raise awareness among 
stakeholders 

 

Ã Target-hardening 

Ä Crime prevention through 
environmental design 

Ä Improve physical security 

Ä Inventory control measures 

 

Ã Public awareness 

Ä Public service announcements 

Ä Rewards for tips 

 

Ã Increase offender risks 

Ä Identify thieves & scrap metal 
sellers 

Ä Track scrap metal transactions 

 

Ã Investigate & prosecute 



Collaboration Efforts 

Coordinated efforts of 

 

Beer Institute 

Institute of Scrap Recycling 

Brewerõs Association 



Collaboration Efforts 

Michael Lynch, CSO of the utility DTE Energy, is out in the field with one of his 

investigators looking for examples of torn-down power lines for a local TV news crew 

that wants to do a story on metal theft. But while Lynch is in the field, a DTE customer 

says that thieves have stolen wires off the poles in front of his house, cutting off the 

power. The customer adds that he thinks the thieves are burning the wire nearby, and 

he points the way. 

The intelligence is sound. Lynch finds a column 

of flames six feet high rising from a 

dilapidated cement slab. Tending the fire is a 

thin man in brown pants, a hooded sweatshirt 

the color of shiraz and a gray baseball cap 

pulled low over his goateed face. Lynch is not 

normally in the field, so he doesn't think about 

the danger of confronting a man who could be 

high or armed, or both. 



Collaboration Efforts 

CSO Michael Lynch rewards a 

Detroit resident who had a good tip 

on metal theft activity in his area 

with $1,000. It's the first such reward 

given in a program Lynch started. 

Across the street: a burnt-out house, 

the kind, Lynch says, where metal 

thieves, having sold their lot for 

drugs, might go to get high. 

http://www.csoonline.com/article/221225/red-gold-rush-the-copper-theft-epidemic    
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Popular Sources of Metal 

Ã Utilities 

Ã Irrigation systems 

Ã Homes under 

construction 

Ã Foreclosed homes 

Ã Utility covers 

Ã Catalytic converters 

Ã Railroads 

http://www.csoonline.com/special/slideshows/copper_theft/index http://www.railroad.net/forums/viewtopic.php?f=126&t=61459&start=0 

http://www.governing.com/blogs/view/Manhole-Covers-are-the.html 

http://www.wral.com/news/local/story/3119080/ 

http://www.globalspec.com/industrial-directory/irrigation_controller 

http://www.minnpost.com/stories/2008/04/10/1477/on_minneapolis_north_side_copper-theft_epidemic_adds_to_mounting_housing_problems 



Prevention Efforts 

Ã Surveillance cameras 

Ã Use alternates that 

do not look like 

copper 

 

Ã Tamper-resistant 

ground bar hardware 

Ã Locking plates 

http://www.businessweek.com/magazine/content/10_49/b4206066273601.htm 

http://www.windpowerengineering.com/maintenan

ce/safety/an-alternative-to-copper-based-

grounding/ 

http://www.prleap.com/pr/143546/  

http://www.sipracorp.com/ 

http://wpcore.wpe.s3.amazonaws.com/wp-content/uploads/2010/08/Strands_opt.jpeg
http://media.prleap.com/image/1963/full/securityetching-005.jpg


Prevention Efforts via PSAs: 

United Kingdom 

A man who suffered horrific 

injuries when he was hit by a 

22,000 volt electric shock has 

warned others of the dangers of 

stealing copper cabling. 

http://www.yorkshirepost.co.uk/news/at-a-glance/main-

section/electrocuted_cable_thief_says_learn_from_my_mistakes_1_3457067 

http://thedrum.co.uk/news/2011/11/22/poster-campaign-highlights-double-danger-stealing-

copper-metro-lines 


